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Today, the enterprise is faced with several market dynamics that are shaping the 
way they handle mobility. First, the floodgates have been opened by allowing 
employee-liable mobile devices into the enterprise for work purposes—this is 
commonly referred to as the “consumerization of IT.” Second, enterprises are 
intent on mobilizing business applications (such as business intelligence, sales force 
automation, point-of-sale, and document sharing) to increase productivity, drive 
top-line growth, and improve customer satisfaction—in short, to improve business 
performance. The third dynamic is the explosion of mobile devices entering the 
enterprise, devices like smartphones and tablets.

Introduction
This document offers an overview of risks associated with the use of mobile devices, provides examples 
of best practices, and reviews the key requirements for an enterprise mobility management (EMM) 
solution. It also reviews how McAfee uniquely meets these needs and allows enterprises to leverage the 
benefits of mobile devices while reducing management costs and risks.

Enterprise Mobility Management Considerations
Mobile devices like the Apple iPhone and the Apple iPad improve productivity by enabling users to make 
better decisions by using the most current enterprise information no matter where they work. However, 
the challenge of leveraging these productivity improvements while mitigating enterprise risk is quickly 
becoming a top priority for CIOs, CSOs, and CXOs worldwide.

Like laptop and desktop PCs, today’s mobile devices are complex platforms with multiple modes of 
communication, significant processing power, and large storage capabilities. This by itself would make 
today’s mobile devices subject to the same risks as enterprise laptops; however, mobile devices have 
certain characteristics that make them even more vulnerable than PCs.

Unique Vulnerabilities of Mobile Devices
Unlike PCs, which are provisioned and managed centrally by IT as part of the enterprise IT infrastructure, 
mobile devices continue to be purchased by end users and are easily introduced into today’s networks 
with little or no control over the data, applications, and resources present on the devices. Following is a 
list of unique vulnerabilities associated with mobile devices that should be considered when developing 
a mobility strategy.
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Risk Profile Vulnerability Description Potential Solution

High Lost and/or stolen 
devices

Mobile devices are more likely to be lost or stolen than 
laptops. This can result in accidental and/or malicious 
access to enterprise and personal data on the mobile 
device and access to information and resources on the 
corporate network.

Passwords; encryption of on-
device data and email; full and 
partial mobile device data and 
email wipe.

High Removable storage 
media (for example, 
Secure Digital 
[SD] cards)

This can result in loss or compromise of enterprise 
data stored on memory card, either accidentally or 
maliciously.

Policy controls over memory 
card usage; memory card data 
encryption.

High Bluetooth This is a known conduit for propagation of malicious 
code and worms and provides an open door for 
potential social engineering attacks (for example, 
phishing-like exposures).

Bluetooth policy controls; turn off 
Bluetooth; pair with only known, 
trusted devices; firewall prevents 
use of mobile device as a bridge.

Medium1 Viruses, Trojans, 
and unapproved 
applications

Unapproved applications and settings make mobile 
devices unreliable and complicate help desk support. 
Viruses and Trojan horses can corrupt or compromise 
the mobile device or device data and email.

Application and image manage-
ment; white- and blacklisted 
applications; approved, trusted 
applications; and anti-virus.

Medium Web browser Browsers can enable the corruption or compromise of 
mobile device data and configurations or the installation 
of viruses and other applications from the Internet.

Policy controls over web browser 
use and website access (including 
approved IP addresses).

Medium IP-based attacks Inbound communications can corrupt or compromise 
mobile device data and configurations or leverage the 
mobile device as a conduit into the enterprise network.

Install a firewall on the mobile 
device to restrict inbound connec-
tions and prevent use of the 
mobile device as a bridge.

Low Infrared (IR) Conduit for inbound code and worms and  for the 
compromise of confidential and sensitive information 
from the mobile device.

IR policy controls; turn off IR; 
install a firewall to prevent use 
of mobile device as a bridge.

Table 1. Mobile Device Vulnerabilities

1  Today, malware attacks are not very common on mobile devices, and most enterprises will feel more significant pain, particularly when it   
 comes to help desk costs when unapproved or inappropriate software is installed on devices.

Enterprise Mobility Management Requirements for Mobile Devices
When crafting an EMM approach, enterprises must not only address the unique risks inherent in this 
class of devices but also apply general best practices ranging from controlling and managing access to 
the enterprise network to end-user awareness training. Aside from creating a written enterprise mobility 
management policy that is based on the acceptable risk posture for the organization, enterprises should 
also consider the following best practices.
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Best Practice Description

Acceptable Use Agreement Accessing enterprise data is a privilege that creates risks and liabilities for the enterprise. 
Users must be responsible for the security of corporate information.

Device Registration and Asset 
Reporting

Enterprises need to track the devices that access the corporate network. Tracking should 
include information about device type, network access, and compliance status.

Centralized Management Enterprise-grade device management should provide centralized provisioning, compliance 
enforcement, asset reporting, help desk diagnostics and a self-service portal via a secure 
over-the-air SSL connection.

User Authentication Mobile device passwords are the first and easiest defense against the accidental exposure of 
corporate data. 

Network Admission Control Mobile devices should be checked for compliance with corporate policies and configurations 
before they access the corporate network. 

End-User Awareness Training Employees should be educated about their role in protecting the organization, its data, and 
its brand against theft, loss, and/or malicious use.

IT and Help Desk Tools An enterprise cannot effectively deploy or maintain a diverse community of devices without 
proper help desk tools to help administrators provision and activate mobile devices, assist 
users with forgotten passwords, and address lost devices.

On-Device Data Protection Data encryption protects corporate information against compromise and satisfies regulatory 
requirements for privacy and information protection. FIPS 140-2-validated encryption has 
become a de facto standard for government as well as commercial enterprises. The ability to 
wipe (erase) data (full or partial) on a mobile device can provide additional protection. Such 
a wipe may be triggered administratively over the network (for example, after the device has 
been reported lost) or automatically—after multiple unsuccessful login attempts or if the 
mobile device has not been active for some policy-defined period of time.

Personal Firewall Mobile device firewalls should provide multiple levels of protection—turning off unused 
resources (for example, IR), restricting access to vulnerable communications (for example, 
Bluetooth), as well as controlling access to potential sources of data loss (for example, SD 
cards). Your enterprise may require additional restrictions based on your corporate policies.

Application Management While the actual risk of a smartphone virus today is low, controlling and managing the software 
on smartphones is critical to keeping support costs low and end-user productivity high.

Table 2. Enterprise Mobility Management Best-Practice Examples

Additional Management Requirements
Ensuring a successful initiative requires a comprehensive set of tools to be a part of an enterprise’s 
mobility strategy; this ensures that the total cost of ownership (TCO) across the enterprise is managed 
while maintaining end-user satisfaction.

McAfee Enterprise Mobility Management Solution Overview
The McAfee® Enterprise Mobility Management (McAfee EMM®) solution for mobile devices provides a web 
services platform to manage and secure smartphones, tablets, and ruggedized devices, regardless of device 
manufacturer. This robust management platform addresses the nuances of mobile device technology while 
also providing tools similar to those used by IT to manage and secure laptops and desktops.

Integrating cleanly with existing enterprise infrastructure (such as Microsoft Active Directory and ISA), 
McAfee EMM makes deployment, operations, and management easy.

•	Heterogeneous device support—Policy-based security and controls for mobile devices like the 
Apple iPhone, Apple iPad and other non-Blackberry devices that include device loss protection, 
endpoint security, data loss prevention, network access control, and identity management

•	Centralized management—Enterprise-grade device management, high availability, and a scalable 
architecture ensures business continuity, centralized provisioning, robust compliance management and 
enforcement, asset reporting, help desk diagnostics, and a self-service user portal via a secure over-the-air 
SSL connection

•	User compliance facilities—Strong authentication, reporting and enforcement facilities to ensure user 
compliance with IT mobility policies
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The McAfee Enterprise Mobility Management (McAfee EMM) solution also delivers secure mobile 
application enablement for increased end-user productivity. This includes the flexibility to choose the 
app style—built-in, native, custom, web, and thin client—while leveraging the large ecosystem of 
app developers. Furthermore, the McAfee EMM solution provides the most comprehensive approach 
available for complete lifecycle management of mobile devices, including smartphones, tablets, PDAs, 
and ruggedized devices.

Secure, Easy, and Scalable Enterprise Mobility
McAfee EMM allows enterprises to offer employees mobile device choice, including iPhones, 
iPads, Android, Windows Mobile, and Symbian, while delivering secure, easy, and scalable access 
to corporate applications. McAfee EMM has an easy-to-use web-based console for centralized 
management and provides visibility into various mobile assets in the enterprise, while the McAfee 
EMM Agent enforces transparent on-device security and controls access to the corporate network. 
McAfee EMM ensures the success of mobilizing your workforce by delivering a comprehensive 
solution consisting of the following features:

•	Policy-based security for device loss protection, endpoint security, data loss protection, network    
access control, and identity management

•	Enterprise-grade device management, providing centralized provisioning, compliance enforcement, 
asset reporting, help desk diagnostics, and a self-service user portal

These sophisticated capabilities ensure the success of your enterprise mobility strategy by focusing on 
critical lifecycle tasks.

Management
McAfee EMM makes it easy to track and manage the lifecycle of mobile devices and includes an 
extensive set of parameters that can be used to secure those devices.

Authentication Management Application Management Device Firewall Management

•	 PIN and alphanumeric password

•	 Password-less dialing

•	 Device data wipe (password penalty, 
login inactivity)

•	 Only selected “trusted applications” 
can access encrypted data

•	 Image locking (cannot install, uninstall, 
or rename apps, and prevents malware 
from being installed)

•	 Application blacklist

•	 Application password

•	 Malware protection

•	 Data communications control 
   (IR, WiFi, Bluetooth)
•	 Peripheral control (camera, SD card)
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Secure
McAfee EMM automates the transparent protection of devices, their corporate data, and the IT network.

McAfee EMM is the most transparent and most robust enterprise mobility management platform. For 
example, McAfee EMM ensures that passwords are required for data access, that corporate data is 
encrypted, and that data can be wiped—fully or partially—if the mobile device is lost or stolen.

McAfee EMM also ensures that only compliant mobile devices can gain access to the corporate network 
and to corporate applications, services, data, and email. McAfee EMM requires that all mobile devices 
(both employee-owned and company-purchased) authenticate, register, and pass policy-based compliance 
verification before gaining access to any corporate services, including Microsoft Exchange ActiveSync.

Provisioning
McAfee EMM makes it easy to deploy and decommission mobile devices. Provisioning is done through 
self-service and over the air with integrated authentication through Microsoft Active Directory. Provision-
ing tasks like administrator-initiated decommissioning for lost and stolen devices, employee turnover, 
and new devices are just a keystroke away.
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Support
McAfee EMM minimizes IT support costs and maximizes user productivity. The McAfee EMM solution 
provides the appropriate tools for image management, deployment, and reporting while also providing 
remote interactive diagnostics that help resolve issues without requiring users to surrender their devices. 
In addition, McAfee EMM offers a self-service portal that helps offload routine help desk issues such 
as forgotten passwords and unlocking devices. This resource is accessible to users from a web browser 
on their mobile devices or laptops. The portal offers capabilities that, when combined, form a highly 
effective way to offload rudimentary tasks from help desk staff while ensuring user satisfaction.

Audit
McAfee EMM supports enterprise IT and policy compliance reporting requirements. This includes 
information on device type, registration date, sync activity, and policy compliance status.
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McAfee EMM Scorecard
McAfee EMM is key to the implementation of your mobility management strategy. By providing a 
comprehensive solution, McAfee EMM is able to offer the enterprise CIO a choice of mobile devices 
and applications that best meet the needs of their workers.

Requirement Risk Mitigation McAfee EMM Solution 

Acceptable use agreement Enterprise liability Customize an agreement to ensure that end users 
acknowledge and accept the responsibility for accessing 
corporate information.

Device registration and 
asset reporting

IT/security audit Only solution to deliver comprehensive device registration 
and compliance information.

Centralized policy 
management

IT deployment and 
maintenance costs 

Provides a “single pane of glass” to view mobile devices 
connecting to an enterprise’s infrastructure and creates 
uniform security and management features across mobile 
device operating systems without affecting the user 
experience.

User authentication Lost and stolen devices Enables mobile device passwords to provide the first and 
easiest defense against the accidental exposure of corporate 
data due to device loss.

Network admission control Network intrusion Only solution to control wireless access to Microsoft Exchange 
email based on security policy status.

On-device data protection Lost and stolen devices FIPS 140-2 encryption support (Windows Mobile devices only) 
and most flexible policy parameters.

Personal firewall Bluetooth, IR (infrared), SD 
cards, and other technologies

Broadest controls for access to communication, storage, and 
multimedia resources.

Application management Malware, unapproved apps,
web browser access 

Most extensive application management solution available.

TCO (user self-help and 
self-provisioning) 

Budget overruns and 
reduced ROI 

McAfee EMM solution delivers: 
•	 Reduction in infrastructure startup costs 

•	 Reduction in user setup costs 

•	 Reduction in help desk costs 

•	 Significant per year savings for vendor technical support 

•	 More transparent security equals higher satisfaction 

Conclusion
With the “consumerization of IT” well under way, enterprises are finding that they need to take 
control of the full lifecycle of their mobile endpoints, referred to in the industry as “mobile device 
management,” by:

•	 Improving the mobility infrastructure performance (productivity, top-line growth, and competitive 
advantage)

•	Driving down support costs and lower the overall TCO
•	Protecting the corporate data and network assets with more security and enforcement of compliance 

to company

McAfee EMM provides enterprises with 360-degree mobility management—from policies about the use 
of corporate data to application management. This robust management platform specifically addresses 
the architecture of mobile devices while providing tools similar to those used by IT to manage and secure 
laptops and desktops.
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McAfee Mobile Security Solutions
As the world’s largest dedicated security company, McAfee has long been a leader in mobile phone 
security, providing encryption and anti-malware solutions for Microsoft Windows Mobile smartphones. 
McAfee extends its mobile security portfolio with data and device protection for today’s most popular 
smartphone operating systems and device types, including the Apple iPhone and Android devices. 
McAfee helps enterprises offer their employees mobile device choice and ownership with secure and 
easy access to corporate applications in a scalable manner. Enterprises of all sizes look to McAfee for 
comprehensive end-to-end security and management across all endpoints and all users, regardless of 
how or where they do business. For more information visit www.mcafee.com/mobilesecurity/emm.

About McAfee, Inc.
McAfee, Inc., headquartered in Santa Clara, California, is the world’s largest dedicated security 
technology company. McAfee is relentlessly committed to tackling the world’s toughest security 
challenges. The company delivers proactive and proven solutions and services that help secure systems 
and networks around the world, allowing users to safely connect to the Internet, browse and shop the 
web more securely. Backed by an award-winning research team, McAfee creates innovative products 
that empower home users, businesses, the public sector, and service providers by enabling them to 
prove compliance with regulations, protect data, prevent disruptions, identify vulnerabilities, and 
continuously monitor and improve their security. http://www.mcafee.com.


